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POLICY ON SUPPLEMENTARY, INDEPENDENT,
PRIVATE REMUNERATIVE WORK BY SHERIFFS
The South African Board for Sheriffs has approved this policy
and submitted it to the office of the Deputy Minister for Justice
and Constitutional Development on 29 October 2018.
Section 53 of the Sheriffs Act 90 of 1986, as amended,
provides that no sheriff shall without the approval of
the Minister perform or engage himself to perform
remunerative work outside his office as sheriff.
The purposes of the policy are:
1. To regulate supplementary, independent, private
remunerative work by Sheriffs;
2. To provide a standard procedure for the application by
Sheriffs to perform such work;
3. To provide clear criteria for consideration in the Minister’s
authorisation of applications made by Sheriffs to perform
supplementary, independent, private remunerative work;
4. To provide a standard procedure and guidelines to the
South African Board for Sheriffs in their approval process
of such applications; and
5. To provide a facilitative framework for Sheriff’s to make
such applications in accordance with Constitutional
imperatives.
GUIDING PRINCIPLES
The policy and its implementation shall be founded on the
following principles:
1.

2.

3.

4.

Only legal and fair administrative criteria will be taken into
account when deciding whether to grant or refuse
applications to perform supplementary, independent,
private remunerative work;
Applications to perform supplementary, independent,
private remunerative work must be made in advance, and
such work may be performed only once approval has
been obtained;
Applications may be revoked if there are material changes
to the circumstances, such as an increase in demands
upon the applicant in the performance of his or her
duties and responsibilities towards the office of the sheriff,
or an increase in demands in relation to the performance
of supplementary, independent, private remunerative
work;
Any change in duties or functions in relation to the
performance of supplementary, independent, private
remunerative work must be disclosed;
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5.

The kind of employment that an applicant sheriff proposes
to participate in must be described in detail, on the
prescribed application form;
6. Supplementary, independent, private remunerative
work shall in no way interfere with the sheriffs statutory
and regulatory duties;
7. The proposed employment must in no way result in a
conflict of interest between the performance of the applicant
sheriffs statutory and regulatory duties, and the
performance of supplementary, independent, private
remunerative work;
8. Any potential or actual conflict of interest between the
performance of the applicant sheriffs statutory and
regulatory duties, and the performance of supplementary,
independent, private remunerative work which may
reasonably be foreseen by the applicant sheriff must be
disclosed in the application form;
9. Remunerative work cannot be conducted in a sheriff’s
office. No sheriff may use his or her official position
to obtain benefit or gain in the conduct of supplementary,
independent, private remunerative work;
10. While this policy does not seek to prescribe the hours
which an incumbent sheriff spends on supplementary,
independent, private remunerative work: where it is
evident that the sheriff engaging in such work neglects
his or her statutory and regulatory duties to the office of the
sheriff, or that such sheriff is unable to cope with the
additional demands placed on him or her, permission to
participate in supplementary, independent, private
remunerative work may be revoked upon recommendation
by the Board to the Minister.
11. Sheriffs shall not seek to engage in supplementary,
independent, private remunerative work if such work:
• would indeed conflict with their official duty hours;
• is likely to affect their efficiency in the performance of
		
their official duties
12. In the sheriffs conduct of supplementary, independent,
private remunerative work, he or she may not use for
personal gain or for the personal gain of third parties,
any confidential information which he or she has obtained
by virtue of his or her position and may also not divulge
any such confidential information.
For the full policy and Application Form, please visit our website
www.sheriffs.org.za and you will find the documents under “For
Sheriffs” in the “SABFS Forms and Circulars” folder.

www.sheriffs.org.za

SABFS on SOCIAL MEDIA The South African Board for Sheriffs can be found on Facebook and Twitter on these handles below

F

Facebook: The South African Board for Sheriffs

T

Twitter: Sheriffs (SABFS) @Sheriffs_SA
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MESSAGE FROM THE
CHAIRPERSON
The past few months have been a busy period for the Board,
with Legal Obligations Phase 1 completed and the preparation
of Phase 2 underway, an unqualified audit for three years
running, and the annual Needs Based Training completed.
As Chairperson of the Board I would like to thank all sheriffs
who have submitted and complied timeously with their Legal
Obligations Phase 2. Please note, if you have not received
your Fidelity Fund Certificate by 15 December 2018, you should
contact Mathew Compton on extension 54 at 0214260577.
On behalf of the Board, I thank Mrs Petro Roodt for assisting
us for six months as Acting Executive Manager at our office in
Cape Town. We are most grateful to her for the sacrifices she
made by being away from her family, her home and her office
in Bloemfontein. Mrs Roodt completed her time at the office on
2 November 2018.
It is unfortunate that we have not yet been able to fill the
Executive Manager’s post despite having advertised the
position twice. For this reason we have requested the
assistance of Mrs Vanessa Botha, in the interim, to manage the
office for us as the new Acting Executive Manager. Mrs Botha is
a highly qualified practising attorney, who will be remembered
for her role as Legal and Complaints Manager at the office of
the Board between 2015 and 2016.

all enquiries to our communications officer Tasneem HassanBey via email: tasneemh@sheriffs.org.za or call 021 426 0577
so that an appropriate media response can be formulated for
distribution with the approval of the Chairperson.
I urge all sheriffs to be mindful of crime over the festive season
and to secure all goods in storage during this period. Please
provide a contact number, clearly visible to the public, for all
emergencies.
This is the final newsletter for 2018, and I would like to take this
opportunity to wish all sheriffs, their families and staff a blessed
festive season, a Merry Christmas and a Happy New Year!!!
Be safe this festive season!

We thank you for your attendance at the NBT sessions this year.
We have received great feedback from learners who particularly
praised the Board for the manual that was produced this year.
Although our attendance numbers were average, we certainly
noticed the absence of sheriffs at the training sessions.
I wish to remind all sheriffs to refer all media related enquiries
for the attention of the Chairperson of the Board. Sheriffs must
refrain from speaking to, or conducting interviews with the
media. This is to protect you and the profession. Please refer

Mrs Petro Roodt

Mrs Vanessa Botha
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SECURE A SOLID NEST EGG AND ENSURE
THAT YOUR STAFF ENJOY A COMFORTABLE
RETIREMENT
The majority of small business owners lack a concrete
retirement plan. However, it is important that they figure out a
way to secure the future, not only for themselves but for their
employees. But this is easier said than done. Without concrete
knowledge about retirement, small business owners find it
difficult to figure out which moves will benefit them. If you are in
the same boat, we have a solution.
SA Board for Sheriffs in consultation with their retirement fund
consultants, Seed Benefit Consulting CC have established
a framework whereby a Sheriff can participate under an
Umbrella Retirement Fund arrangement for their employees
and implement valuable risk benefits scheme alongside this
arrangement to ensure that a complete employee benefits
package is put together that will meet their employee benefit
needs.
The Umbrella Funds is a vehicle for saving for retirement. They
pool together the pension savings of employees from a number
of employers in order to derive benefit from economies of scale.
These considerable cost savings ultimately translate into
improved investment allocations and consequently enhanced
retirement benefit payments to members.

The table below illustrates the current benefit structure
enjoyed by the employees/members of the fund:

Normal Retirement
Age

Fund: 65
Scheme 65 - but cover to continue
up to age 70 if still employed after
normal retirement age

Member
Contribution rate

7.50%

Employer
Contribution rate

7.50%

Retirement Benefit

Member’s equitable share of fund

Withdrawal Benefit

Member’s equitable share of fund

Death Benefit &
Lump Sum
Disability Benefit

Fund: Member equitable share of
fund plus
Risk Scheme: 3 x annual salary

Income Disability
Benefit

Risk Scheme: Monthly benefit equal
to 75% of salary (according to scale)
payable after a waiting period of
3 months; Employer Contribution
waiver included.
Group Life cover continues during
a temporary disability claim; the
Disability Benefit grows annually to
offset the effects of inflation.

Free Cover Limit
(i.e. cover granted
without proof of
good health)

Group Life Benefit: R1 390 00
w.e.f. 01 December 2017
Temporary Disability Benefit:
R37 825.00 per month (including
employer contribution waiver benefit)

DIAGRAM ILLUSTRATION REPRESENTING THE PARTICIPATION
UNDER THE SANLAM UMBRELLA FUND ARRANGEMENT
A - RETIREMENT FUND

B - RISK SCHEME
Unattached

SANLAM
UMBRELLA FUND

ER’S

1

ABC

XYZ

ETC

ETC

RISK
SCHEME

ETC

S.A. SHERRIFS
PENSION FUND

2

3

4

5

6

ETC

“The Sheriff”
participates
only under
Risk Scheme;
plus
All permanent
Employees
participate
under risk
scheme
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We have negotiated with Sanlam Employee Benefits to view
all the Sheriffs and their subsidiary operations as “one group”
of membership, namely “SA SHERIFFS Pension Fund” as
illustrated in the diagram.
They will view all participating Sheriffs under this arrangement
as one group when calculating the administration levies, risk
rates and free cover limits. This affords the Sheriff who has a
smaller employee base with the same advantage that a larger
group of employees would enjoy due to the economies of scale.

The members who participate under the Retirement Fund are
contributing towards retirement only. The risk benefits for all
members are provided by a separate free-standing Group
Life & Group Income Disability Benefit Scheme. The cost
for the risk benefits are added on top of the retirement fund
contributions. This facilitates the provision of risk benefits for
those members who would otherwise not be entitled to join
the retirement scheme due to the eligibility conditions (i.e. the
Sheriff/ Employer).
To ensure you take up this valuable offer, obtain further details or
request a quote - please contact our retirement fund consultants:
Seed Benefit Consulting CC
Lidia Nunes at lidia@seedbc.co.za and/or
Rudi de Jager at rudi@seedbc.co.za
Telephone: 021 913 3900
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2018 NEEDS BASED TRAINING (NBT) IN PROVINCES
The NBT is an educational programme that has been rolled
out in the respective nine provinces by the South African Board
for Sheriffs [SABFS] for the past 10 years. It targets sheriffs,
deputies and key office personnel to enhance their capability to
discharge responsibilities and duties in an effective and efficient
fashion. The sub-text of the NBT is to keep the profession
abreast with emerging legislation and rules, with the nett effect
of professional service delivery.

this material. Additional contributions by Messrs. Harry Van
Nieuwenhuizen [Sheriff Emalahleni] and Faan Van Wyk [Sheriff
Potchefstroom], Fred Coetzer [Sheriff Roodepoort] and Chris
De Wet [Sheriff Bloemfontein West], is acknowledged.

This year’s training incorporated the following subjects:
•
Guiding sheriffs in respect of the interpretation of Rules 43
& 46 that came to effect on 22 December 2017;
•
Executing evictions within the context of our Constitution
with the emphasis on Human Rights;
•
Exercising best practice in the attachment of motor
vehicles.

In order to prepare for NBT 2019, the Training and Development
Committee of the Board has proposed the following topics to be
included:
•
Financial Management & Charging of Tariffs
•
Section 65 procedures: Warrant of Arrest
•
Section 72 + Garnishees MC Rules and HC Rule 45(12)
(a) – attaching funds
•
Labour Law and CCMA matters

The material developed, has drawn on a range of resources,
spearheaded by the Chairperson of the Training and
Development Committee of the Board, Mr. Allan Murugan. Mrs
Estelle Carelse [Sheriff Kuils River South], is the co-writer of

The Board wish to thank the facilitators that assisted us with the
NBT 2018 programme, namely; Victoria Soga, Estelle Carelse,
Andy Adimoolum and Allan Murugan.

We are most grateful to all sheriffs, deputies and support staff
that attended the sessions. What remains a concern to the
Board is the absence of sheriffs at these training initiatives.

The 2018 NBT Training Team
On average we had approximately 35 participants per province.
Note some of the comments made by learners which were
captured from their Evaluation Forms.

WESTERN
CAPE
I enjoyed the training
sessions because the
facilitator provided us with
an opportunity to hear what
other sheriffs also
experience in our
profession.

NORTH WEST
The training session went
well and we are grateful for
other busy sheriffs taking the time
from their busy schedule to come
and feed us with more knowledge with
regards to the sheriff’s work. The
training was good and explanatory.
The sheriffs should group and do
discussion sessions to show
their understanding about
the topics.

Cape Town
MPUMALANGA
We need more time.
The facilitator was good
and knowledgeable. The
attachment of vehicles
was perfectly
clarified.

FREE STATE
Keep up the good
work, you’re excellent.
More explanation is
needed on warrant
of delivery of
vehicles.

GAUTENG
The content of the training
material has quite improved
compared to the previous initiatives.
We would like to learn more about Trust
monies to be invested, Attachments of
bank accounts, Assistance while executing
evictions, how to serve movable/
immovable properties on prisons and or
mental hospitals, Taxation, and SARS
compliance. Consider extending
time and quality of
engagement.
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LIMPOPO
The content of the
learning material is very good.
The Board could provide learning
material in electronic format, for
example CDs and USBs. I
recommend that facilitators do less
direct reading from the book and
rather guide and give insight
on the topic at hand.

Kwa Zulu Natal
The content of material
provided is excellent and
has all the information needed
in the sheriff’s office. The Board
should liaise with SAPS as a
stakeholder at national level.
The Board members are
very friendly.

EASTERN CAPE
Good facilitator doing a
good job. Session on Rules
43 & 46 was excellent. I
suggest we have our training
on weekends, not during the
week. If we could talk more
about evictions and
attachment of
vehicles.

Durban

East London

Polokwane
OPINION OF THE TRAINING MATERIAL

Witbank
OPINION OF THE TOPICS PRESENTED

50%
45%
40%
35%
30%

DEVELOPMENTS
Rule 43 & 46

25%

ADMIN & TRUST
ACCOUNTS

20%
15%
10%
5%
0%

48%

46%

5%

1%

Excellent

Good

Average

Poor

Excellent
Good
Average
Poor

44%
51%
4%
1%

Excellent
Good
Average
Poor

36%
54%
9%
1%

IMPRESSION OF THE VENUE
50%
45%
40%
35%

EVICTIONS &
HUMAN RIGHTS

30%

ATTACHMENTS
OF VEHICLES

25%
20%
15%
10%
5%
0%

45%

48%

6%

1%

Excellent

Good

Average

Poor

Excellent
Good
Average
Poor

40%
51%
8%
1%

Excellent
Good
Average
Poor

39%
54%
6%
1%
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BRAND GUIDE FOR SHERIFFS
Mrs Charmaine Mabuza, the Chairperson
of the South African
Stationery
Board for Sheriffs is urging all sheriffs to make use of the Brand
Email signature:
Guide for Sheriffs. It is envisaged that introducing
a uniformed
* NOTE: All email signatures will be supplied as jpegs on
final brand guideline files
corporate identity across all sheriffs’ offices
will be a valuable
step in professionalising the image of sheriffs and creating an
identity that the public will be able to recognise and respect.

2.

Email Signature

Dear Sir/Madam (Arial bold 12pt)
Body copy- (Arial 12pt)
Sed ut perspiciatis unde omnis iste natus error sit voluptatem accusantium doloremque laudantium, totam rem aperiam, eaque
ipsa quae ab illo inventore veritatis et quasi architecto beatae vitae dicta sunt explicabo. Nemo enim ipsam voluptatem quia
voporro quisquam est, qui dolorem ipsum quia dolor sit amet, consectetur.

The Board has developed and paid for the design of the
Brand Guide for Sheriffs and Finished Artwork/Open Files for
the production of the elements in the Guide. These two very
important documents are available to you Free of Charge!

Kind regards,
Name Surname (Title)

Postal address: PO Box xxxx, District xxxx, Physical adress: XXX Street, Area, xxxx
Tel: xxx xxx xxxx, Fax: 021 948 6459, E-mail: xxx@sheriffofficename.co.za

Below are a few examples of branding guidelines:
1.

The South African Board for Sheriffs is the Regulatory Body for the Sheriffs’ Profession.
For more info go to www.sheriffs.org.za

SABFS Logo

3.

Outdoor Office Signage: Please take note of ‘units of
measure’ should your office branding space differ from
the sizes provided in the manual. Signage recommendation
for production is: Full colour print applied onto Chromadek
15
with 25mm aluminium frame all round.

4.

Branded Items: Branding on clothing requires the logo to
be positioned on the right side chest and office name on
the left. Any additional messaging should be positioned at
the back centre. On mediums such as caps, pens, coffee
mugs, please position the SABFS logo centre.

Branding
2000mm x 1300mm

Outdoor Office Signage
Signage for office will be supplied on the
brand CD as open files, in 2 formats:
•
•

2000mm x 1300mm
3000mm x 1400mm

Please take note of ‘units of measure’ should
your office branding space differ from the
sizes provided in this manual.
Signage recommendation for production is:

DO NOT alter
our logo.

of measure in this brand manual. An example of
application of the office name will be indicated in these
ourDOlogo
infontany
way
and
DO
files.
NOT adjust
sizes and
graphic
elements
in
the template file. If the office name is quite long, please
reduce font size ONLY but remain within text frames
allocated on the template.
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3000mm x 1400mm

Full color
applied onto
Chromadek
with
This logo portrays
theprint
human
element
that
is dynamic and
25mm aluminium frame all round.
powerful. The use of the primary colours in this order
IMPORTANT NOTE:
convey the undeniable
message
ofmayenthusiasm
and
No other (SASS, SANAPS
or SA Institute) logos
be
used along
withflowing
the SABFS brand
constant motion.
The
lines of the human’s arms
Do not use the logos of any associations on signage.
also forms an S
– the first letter of the word Sheriffs. The
The associations do not appoint sheriffs.
S becomes the
rainbow
nation
together in
Their logos
can therefore not
be used in anworking
official
as on signage of a sheriffs office.
harmony, whilecapacity
the such
yellow
circle is the center, the sheriffs
You are requested to use the signage as presented below.
that shines with* Please
dignity
and pride.
take note of the color palette and unit

Branded items

NOT recreate

Please refer to logo formats on page 11 for
guidelines. Below are suggestions for the
use of the logo when branding:

Messaging on the
back centre

Color logo- T-shirts, golf shirts, jackets,
bags
One color logo- Pens, lanyards, bags
Branding on clothing requires the logo to be
positioned on the right side chest and office
name on the left. Any additional messaging
should be positioned at the back centre.

These are fundamental rules that must be followed in all
applications of the logo.

On mediums such as caps, pens, coffee
mugs , please position the SABFS logo
centre.
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IMPORTANT NOTE:
No other (SASS, SANAPS or SA Institute) logos may be
used along with the SABFS brand
* Please take note of the color palette in this brand
manual.

SHERIFFS
26

DO NOT CHANGE OUR
LOGOTYPE COLOUR

DO NOT CHANGE OUR
LOGOTYPE

DO NOT DISTORT OUR LOGO OR
ALTER THE PROPORTIONS

DO NOT REARRANGE OUR
LOGO ELEMENTS

You are urged and required to ensure that no deviation occurs
from the Brand Guide for Sheriffs nor the Finished Artwork.
To view the Brand Guide for Sheriffs and artwork, visit the
SABFS website at: www.sheriffs.org.za and find it under the
“For Sheriffs” tab in the folder called: “Brand Guide for Sheriffs.”
For any queries or assistance call the Communications
Officer, Mrs Tasneem Hassan Bey on 021 426 0577 or email:
tasneemh@sheriffs.org.za.
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DESKTOP INSPECTION PROCEDURE
Having had regard to the increased number of claims having
been received against the Fidelity Fund on misappropriation of
trust funds, the Board has deemed it necessary to undertake
desktop inspections of sheriffs trust accounts on a random
basis.
Those sheriffs who have multiple complaints lodged against
them or those sheriffs against whom a complaint or claim has
been lodged for the non-payment or the delay in payment of trust
monies are prioritised above others for desktop inspections.
One of the other objectives of a desktop inspection is to enable
the Board to identify any problematic issues a particular sheriff
may have in the management of his or her trust account. The
information below is aimed at providing you with an insight into
the processes and procedures undertaken by the Board in
conducting a desktop inspection:
SABFS DRAFT PROCESS OF CONDUCTING A DESKTOP
INVESTIGATION
1.
1.
2.
3.
4.

5.
6.
7.
2.
1.
2.

3.
3.
1.
2.
3.
4.

GATHERING OF INFORMATION
Request bank statements from relevant financial institutions
covering the review period of 2 – 3 financial years.
Request auditor reports covering the review period of 2 –
3 financial years.
Request a list of trust creditors for the review period at
relevant test dates.
Request copies of the management letter from the auditor
for the review period, together with any auditor working
papers and any specific issues relating to the trust account
that the auditor may have brought to the sheriff’s attention,
within a 30 day period as per the Section 23(3) of the
Sheriff Act.
Request status of the sheriff from the Compliance
Department.
Obtain Legal Obligation submission packs (Phase 1 &
Phase 2).
Obtain HR file of the Sheriff from Compliance Department.
VERIFICATION
Analyse and verify all Legal obligation forms submitted,
including but not limited to unclaimed trust funds,
statement of Levies and Interest certificate.
Analyse HR file in order to determine previous trust
accounts held by the sheriff (request further bank
statements for any other trust account identified from the
HR not disclosed in legal obligation submissions).
Create a sheriffs profile based on verified legal obligation
submissions and HR file.
BANK STATEMENTS ANALYSIS
Converting bank statements to Excel (Purifying the
converted version in order to capture bank statement
analysis findings).
Check that the trust bank account is correctly designated
in terms of the Act, verify by checking bank forms and
account update forms.
Examine trust monies received into the trust account.
Examine all transfers made from the trust account to the
business account, business account to trust account and

any other accounts.
Determine whether any irregularities were evident in the
trust account banking statements, including but not limited to;
a) Irregular and/ or suspicious transactions
b) Bounced trust transaction which may show that there
		 is insufficient money in the trust account;
c) Point of sale purchases on the trust account;
d) Unexplained cash withdrawals or ATM withdrawals
		 from the trust account;
e) Negative balances.
f) Personal or business related payments from the trust
		account.
g) Globular transfers out of the trust account.
6. Determine whether the audit reports filed at the SABFS
were in agreement with the trust account banking
statements.
7. Determine whether trust account is replenished from
business account.
8. Examine accrued interest payments from trust account to
personal accounts.
9. Determine whether bank charges are covered by accrued
interest or refunded by the sheriff.
10. Review the management of trust moneys for the test
period to confirm from a very small sampling:
a) That sheriff promptly pays all trust cash/ cheque
		 payments received into his trust account.
b) Trust moneys due to creditors are paid promptly
		 without delay.
11. Conduct trust bank statement reconciliation and trust
balances testing at random test dates and financial year
end dates covering the review period.
5.

4.
1.
2.

3.

AUDITOR REPORT /MANGEMENT LETTER ANALYSIS
Examine the audit reports submitted by the auditor,
together with management letters and any other findings
issued by the auditor.
Verify whether the list of trust creditors are in line with the
balances found in the trust accounts of the sheriff
(Considering any unclaimed trust monies and residue
amounts when checking if the balances on the trust
account).
Verify any other finding of the auditor is in line with the
trust account bank statements.

INSPECTORS RECONCILIATION
1. Identify trust creditors as per the bank statement receipts
per month for a financial year.
2. Identify payments made to identified creditors.
3. Identify trust balances for above identified trust creditors.
4. Identify trust shortages for identified creditors.
5. Calculating trust balances at the financial year end.
6. Discrepancies identified in the auditors’ reports and
management letter which needs to be verified and
retested.
* Inspector conducts reconciliation per identified trust bank
statement, per financial year (covering the 3 year review
period = 3 reconciliations)
COMPILING OF REPORT
1. Determine and insert all finding as per Inspector analysis.
2. Drafting of charge recommendations.
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CYBERCRIME BY THE CYBERSECURITY HUB
We live and work in a digital age where citizens and businesses
find information communication communication technologies
(ICTs) invaluable for carrying out daily tasks. At the same
time, more and more citizens and businesses are the most
likely to suffer security breaches. This is due to vulnerabilities
in these new and existing technologies, together with
device convergence, the significant increase in ‘always on’
connections and the continuous and exponential user uptake.
Such security breaches may be IT related, for example though
computer viruses or other malicious software, system failure or
data corruption, or they may be socially motivated, for example
through theft of assets or other incidents caused by staff. In
an age ever more reliant on digital information, there is an
increasing number of dangers.
Attacks against information infrastructure and Internet services
are now commonplace, and 2017, in particular, we have seen
a large number of global incidents and data breaches. These
attacks have placed the spotlight firmly on how organisations
are taking up the challenge of securing information systems,
critical infrastructure and citizen’s information, while at the
same time building confidence in the ability to use the internet
to access services and transact safely.
Numerous large-scale data breaches have released citizens’
personal and financial information into the public domain
and have, to a large extent eroded confidence in the public
and private sectors’ abilities to defend against, and recover
from these attacks. These attacks have also increased the
public’s knowledge around issues like ransomware, with this
word having now entered into daily usage. The scale and
sophistication of the attacks are themselves increasing at a
rate not seen previously, with cybercrime now emerging as a
well-paid, outsourced model.
In the light of an emerging legislative framework in South Africa
– especially the imminent promulgation of the Cybercrimes
and Cybersecurity Bill, and also instruments like King IV –

organisations must increasingly be aware of the obligations
placed on them. Reputational damage and erosion of consumer
confidence also pose significant risks to organisations and
attacks have the ability to provide competitor advantage.
South Africa is reputed to be the country most often attacked in
Africa. It has been reported that South Africa lost approximately
R50 billion in 2014 due to cyber incidents, and that over half a
billion online personal records were lost or accessed illegally in
South Africa during 2015. Estimates in 2011 put the financial
losses from cyber-attacks at R3.7 billion in direct losses and
R6.5 billion in indirect costs.
End- Users as the Weakest Link
One of the most significant security risks that organisations
and corporations face today is not with systems or applications
but with employees. Recent stories have highlighted that
a considerable number of end-users are unaware of their
exposure to security risks. A study of 700 IT security practitioners
released by the Ponemon Institute finds that “over 78 percent
of respondents say negligent or malicious employees or other
insiders have been responsible for at least one data breach
within their organisation over the past two years.”
The Role of Awareness Training
Historically, businesses and organisations have primarily
focused on lowering the risk associated with technical
solutions. However, little, if any, resources have been allocated
to improving the weak security posture of employees. Given the
rising level of breaches seen recently, it is more critical than ever
that organisations raise security awareness by turning users
into a first line of defence. An important and critical initiative
to mitigate this growing risk is a security awareness program.
Most programs include training for employees regarding the
organisation’s security policies, standards for handling sensitive
data, email best practices, how to report a potential breach,
and general security principles that, if followed, will help protect
the individual and corporation.

